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Abstract

This paperdescribesnew attacksfor amplifying rights in mechanicalpin tumblerlocks. Given
accesdo a single masterkeyed lock andits associateadhangekey, a procedures given that allows
discovery andcreationof a working masteikey for the system.No specialskill or equipmentbeyonda
smallnumberof blankkeys anda metal le, is required,andthe attacler needengagen no suspicious
behaior atthelock'slocation. Countermeasuremealsodescribedhatmay provide limited protection
undercertaincircumstances.

1 Intr oduction

In the United Statesand elsavhere, the mechanicapin-tumblerlock is the mostcommonmechanisnfor
accesscontrol on medium-and high- securitydoorsand containers. They arefoundin (and guardthe
entranceo) virtually everyresidencecommerciabusinesseducationainstitution,andgovernmenftacility
in thecountry

The mostbasicdesigngoal of theselocks is that a correctkey is requiredfor operation;ideally it
shouldnot be possibleto operatea lock without possessionf the key. (Thisis rarely achieved in practice
dueto limitations on manufcturingtoleranceandprecision,but thatis not critical for the purpose®f this
discussion). Amongthe rst securityparameter$or discussingdocks, therefore s the numberof possible
uniquekeys (called differs in the terminologyof the trade),which givesthe probability that a randomly
cut key will operatea givenlock andan upperboundon the resourcesequiredto nd a working key by
exhaustve searchOntypicallocks,therearebetweerseseralthousandaindsereralmillion possibledistinct
keys. While this may seemsmallby computationasecuritystandardsmechanicalocks performonamore
humanscale.Testingakey againstlock is an“online” operatiorrequiringsecondsnot microsecondsand
carriesatleastsomerisk of discovery if thelock is notoneto which the attacler haslegitimateaccess.

Computersecurityand cryptology borrovs much of its terminologyand philosophyfrom mechanical
locksmithing.Theconcepbf a“key” asasmallsecrethatallows acces®r operationthenotionthatsystem
securityshouldbe designedo dependonly on the securityof keys, andeventhe referenceo attaclersas
“intruders; canall betracedbackto analogiesn physicalsecuritythatlong predatecomputersandmodern
cryptology

Corversely thedesignof mechanicalockscouldwell beinformedby analysigechniquesievelopedfor
computersecurityandcryptology For example,formal notionsof the computationatompleity andother
resourcesequiredto attacka systemcould be appliedto the analysisanddesignof mary aspectof me-
chanicallocks. In generalhowever, theseconcepthave not enjoyed widespreaddoptionby locksmithsor



Figurel: A pintumblerlock cylinder. Left: Thecylinder face.Notethe keyway, whichis cutinto the plug,

whichin turn sitsinsidethe shell. Right: Sideview, with partof the shellandplug cut away to exposethe
six pin stads. Note theborderbetweerthe plug andshell,which formsthe shearline, andthe cutsin each
pin stackrestingwithin the plug.

lock designersComputersecurityspecialistsfor their part,areoftensurprisinglyunslepticalin evaluating
claimsof physicalsecurity

This paperexamineghe securityof thecommonmastetkeyed pin tumblerlock agains@aninsiderthreat
modelmorecommonlyassociateavith computingsystemsunauthorizedights ampli cation. As we shall
see thisthreatcanalsobequite seriousin physicalsecuritysystems.

1.1 Pin Tumbler Locks

A full descriptionof pin tumblerlock designis well beyond the scopeof this paper For an excellent
discussiorof lock designandsecurityissuesthe readeris referredto [1]. For the purposesf consistent
terminology a brief overview follows.

Themodernpin tumblerlock is quite simple,datingbackto ancientEgyptbut not commerciallymass-
produceduntil the middle of the 19th century The basicdesignconsistsof arotatablecylinder tube,called
a plug, that operateghe underlyinglocking mechanism.Around the circumferenceof the plug is a shell
whichis x edto thedooror container Rotationof theplugwithin theshelloperateshelockingmechanism.
In thelocked statethe plugis preventedfrom rotatingby a setof movablepin stadks typically underspring
pressurethatprotrudefrom holesin thetop of the openingin the shellinto correspondindpolesdrilled into
the top of the plug. Eachpin stackis cutin oneor moreplacesperpendiculato its length. SeeFigurel.
(In practice the cutsareproducediy stackingpin segmentsof particularsizes not by actuallycutting pins;
hencetheterm*“pin stack’)

With nokey in thelock, all thepin stackcutsrestwithin theplug. Whenakey is insertednto thekeyway
slotatthefront of the plug, thepin stacksarelifted within theplugandshell. Theplug canrotatefreely only
if the key lifts eachpin stackto align their cutsat the borderbetweenthe plug andshell, calledthe shear
line. SeeFigure2. The plugwill be blocked from rotatingif ary pin stackis lifted eithernot far enough
(with the cutstill in the plug belown the shearline) or too far (with the cut pushedabove the shearine and
into the shell); all cutsmustbe at the shearline. SeeFigure3. The heightof a key undereachpin stack
positionis calledits bitting; the bitting of akey is the“secret’neededo openalock. A key thatis bittedto
thewrongheightin evenonepin positionwill notallow thelock to operate.

Generally alock manufcturerwill chosefrom amongonly a smallnumberof standarditting heights
at eachpin position. This allows keys to be describedconcisely: typically, the bitting is written starting
from the shoulder(handle)of the key to thetip, giving the standarcheightnumberat eachposition. Soa



Figure2: Pintumblerlock with a correctkey inserted.Left: Thecorrectkey lifts the pin stackgo alignthe
cutsatthesheartine. Right: With all of thecutsatthe sheatine, theplug canrotatefreely within theshell.
Herethe plug hasbeenturnedslightly towardthe camerasothatthetopsof thepinsin theplug arevisible.

Figure3: A lock with anincorrectkey. Obsene thatwhile threeof the pin stacks'cutsareatthesheaiine,
two stackshave the cuttoo high andonestackhasthecuttoo low.



Figure4: A masterkeyed pin tumblerlock. Left: Eachof the six pin stackshastwo cuts. Right: With the
correctchange key inserted,oneof the cutson eachpin stackis alignedat the sheairline. Obsenre thatthe
othercutis sometimesboe andsometimedelov the shealine.

key for a ve pin lock denoted‘12143” would be cut to height“1” nearesthe shoulder andproceeding
towardthetip cutatheights‘2,” “1,” “4” and“3.” (Theexactspeci cationsof the heightsandpositionsfor
differentlocksarewidely known in thetradeandcouldbediscoveredeasilyby disassembling sampldock
or measuringasmallnumberof cutkeys.) Typically, thenumberof pinsis in therangeof four to seven,and
the numberof possibleheightsrangedrom four to ten,dependingon the lock manufcturer Betterquality
locksemploy morepinsandusemoredistinctbitting heightson each.

Lockscanusuallybe defeatedn variousways,althougha discussiorof lock picking andotherbypass
techniqueghatrequirespecializedskills or toolsis beyond the scopeof this paper In practice,evenvery
modestpin-tumblerlocks areoftensufciently securgor offer the perceptiorof beingsufciently secure)
to discouragahe more casualwould-beintruderfrom attemptingentry without a key. Probablythe most
commonlyusedtechniquegor unauthorizeeentry asidefrom bruteforce,involve procuringaworking key.

1.2 Master Keying

Complicatingtheanalysisof pin tumblerlock securityis thefactthat,especiallyin largerscaleinstallations,
theremay be morethan onekey bitting that operatesary givenlock. The mostcommonreasonfor this
phenomenois the practiceof masterkeying, in which eachlock in agroupis intendedo be operatedy its
own uniguekey (thechange key in tradeparlanceaswell asby “master”’keys thatcanalsooperatesomeor
all otherlocksin thesystem.

Masterkeying in pin tumblerlockscanbeaccomplishedh severalways,with theearliestsystemslating
backover 100years.The conceptuallysimplestmasterkey methodentailstwo cylinderson eachlock, one
keyedindividually andthe otherkeyedto the masterbitting; a mechanicalinkage operateshe lock when
eithercylinderis turned.Othermasteikeying schemeemplo/ anindependenthkeyed masterring around
the lock core,andstill othersdependon only a subsetf pin positionsbeingusedin ary givenlock. All
of theseapproachesave well-knovn adwantagesand disadantagesandarenot consideredn this paper
Mostimportantly theseschemesequirethe useof speciallocksdesignedspeci cally for masterkeying.

The mostcommonmasterkeying scheme- the subjectof consideratiorof this paper— canbe used
with virtually arny pin tumblerlock. Recallthatin a pin tumblerlock, eachpin stackis cutin oneplace,
de ning aspeci c distancehatthe stackmustbelifted by the key bitting to align with thesheadine. In the
corventionalpin tumblermasteringschemesomeor all pin stacksarecutin morethanoneplace(typically
in two places)allowing additionalbittingsthatalign suchpins. SeeFigure4.

Considerfor example,a lock A, which has ve pin stackswith four possiblecut positionsin each.



Supposein stacksl through5 areeachcutin two placescorrespondingo bittings“1” and“4”. Obsenre
thatthis lock canbe openedby at leasttwo keys, onewith bitting 11111andanotherwith bitting 44444.
We couldcreatea secondock B, thistime with pin stacksl through5 cutatdepth“2” anddepth“4”. This
lock canbe operatedy keys cut 22222and44444.1f thesearethe only two locksin the system keys cut
11111and22222canbesaidto bethe changekeysfor locks A andB, respectrely, while a key cut44444is
amasterkey thatoperatedoth.

Therearea numberof differentschemedor masterkeying; the subjectis surprisinglysubtleandcom-
plex, andthe trade hasdevelopedstandardizegracticesin recentyears. For an excellenttreatmentthe
readeris referredto [2].

For thepurpose®f ourdiscussionit is sufcient to notethatmodernmastersystemdall into two broad
cateyories: Total Position Progression(TPP) andRotatingConstantRC). In TPPschemesgvery pin stack
hasa singleseparatenastercut, which is never usedin thatpositionon ary changekeys. In RC schemes,
changekeys do sharehemastemitting for a x ednumberof pin stackpositions althoughthe positionswill
vary (rotate)from lock to lock. Both theseschemeganimplementa directedgraphwith severallevels of
masterkeys: “sub-master’keys thatopena subsebf locksin the systemand“grand master’keys thatopen
more'. The highest-leel masterkey, which opensall locksin a multi-level systemjs sometimesalledthe
Top MasterKey (TMK).

Theastuteeademill notethatmasteikeying of corventionallocksreducesecurityin severalimportant
ways.Becauseachmasteregin stackalignswith the sheatine in severalpositions masteregystemsare
moresusceptiblgo unintentionalcrosskeying, in which keys from the sameor othersystemswill operate
morelocksthanintended . For thesamereasonmasteredockstendto bemorevulnerableto outsidebypass
methodssuchas picking and impressioning. Theseweaknessesan be mitigatedto someextent through
carefulplanning,improved mechanicatonstructionandthe useof additionalpin stacksandpossiblepin
heights.

In this papey however, we introducenew methoddor discoveringthe mastetkey bitting in corventional
pin-tumblersystemgivenaccesso asinglechangekey andits associatetbck. No speciakkills or toolsare
requiredon the partof the attacler, noris it necessaryo disassemblary lock or engagen ary inherently
conspicuou®r suspiciousactivity. We alsosuggestountermeasurgbat canfrustratetheseattacksto at
leastsomeextentundercertaincircumstances.

2 Rights Ampli cation: Reverse-EngineeringMaster Keys

Clearly the mostvaluable,sensitve secretin ary lock systemis the bitting of the top-level masterkey

(TMK). Insiderswho posses$egitimate changekeys and have physicalaccesdo locks are a particularly
seriousthreatin masterkeyed systemsThe primary purposeof assigningocksuniquechangekey bittings
is to allow operatingprivilegesto be grantedto only speci ¢ locks; if a changekey canbe corvertedinto

a masterkey, a major securityobjective of the systemis compromised.In the terminologyof computer
security masterkey systemsshouldresistunauthorizedights ampli cation. Unfortunatelyin generathey

donot.

2.1 Background

Several time-honoredmethodsconvert changekeys into masterkeys, with differenttechniquespplicable
dependingon the particularsystemandresourcesvailableto the attacler.

1Thereare also SelectiveKey systems,in which ary lock can be keyed to operatewith an arbitrary subsetof keys, using
techniguesimilar to masterkeying, andMaisonKey schemesin which certainlocks arekeyedto all keys in a group. We do not
considersuchsystemsere.



Thesimplestapproacto masterkey discovery involvesdirectdecodingof anoriginal masterkey, e.g.,
from visual inspection,photographsphotocopiespr measurement.A trained obserer may be able to
determinghe cut depthsafterbeingallowedto look brie y atakey, with surprisingaccurag.

Anotherdirecttechniquenvolvesdisassemblyf a masterkeyed lock and measurementf the pinsin
eachpin stackto determinethe bittings that will operateeachpin position. Without accesgo the lock's
changekey, this doesnot yield completeinformationaboutthe masteritting; therewill be exponentially
mary potentialmasterkey bittings, only one of which will correspondo the true masterkey. (The expo-
nent— the numberof pin stacks- is still smallenoughto make exhaustve searchfeasiblein mary cases).
However, if thechangekey is available,thecutscorrespondindo its bitting canbe eliminatedfrom eachpin
stack,makingthe correctbitting of the true masterunambiguouslylear (More securdock designamale
it dif cult to non-destructiely remove alock without the key, e.g.,by placingsetscravs in locationsthat
areinaccessiblevhena dooris closedandlocked). Padlocksare especiallyvulnerableto disassemblypy
attaclers,sincethey canbe stoleneasilyif they areleft unlocled.

TPP-baseadystemsarealsovulnerableto masterkey discovery by a large numberof differentchange
key holders.Recallthatin thesesystemschangekeys never have the samebitting at a given pin positionas
themaster By measuringheir changekeys, aconspirag of key holderscansometimesliscover thesingle
heightnot usedat eachpin positionon the changekeys, giving the masterbitting. Several correspondents
have notedthat this techniqueis occasionallyemploed by enterprisinguniversity studentsgspeciallyat
betterengineeringschools.

None of theseapproachess completelysatistctory from the point of view of the attacler, however.
Direct decodingfrom the true masterkey entailslimited accesdo sucha key andwill not be possiblein
all casesLock disassemblyor pin measuremennay exposethe attacler to suspicionandcanbe dif cult
to performin secret(andcarriestherisk thatthelock maybe damagedn reassembly)Comparinga large
numberof differentkeys requires,in the rst case,a large numberof differentkeys, which may not be
available,andis ineffective againstRC-basedystems.

2.2 An Adaptive Oracle-BasedRights Ampli cation Attack

Recallthata pin tumblerlock will operatewheneachof its pin stackss raised(by a key) to a heightwhere
oneof its cutsis alignedat the sheailine. Thereis no “communication’amongpins;the lock will operate
not only with all pin stacksalignedat the changekey heightor all pin stacksat the masterkey height,but
alsoby keys thatalign somestacksat the changeheightandothersat the masterheight. Thatis, consider
our vepinlock A from theprevioussectionwith key bitting 11111representind\'s changekey and44444
representinghe systems masterkey. Thislock canbe operatedhotonly by theobviouskeyscutl111l1land
44444 but by atotal of 2° differentkeys, including,e.g.,11114,11141 etc.

It is straightforvard to exploit this phenomenorio discover the masterkey bitting given accesgo a
singlechangekey andits associatedbck, plusa smallnumberof blankkeys milled for the systemkeyway.

In our new? attack,we usethe operationor non-operatiorof alock asan“oracle” to determinepin by
pin, thecompletebitting of the TMK.

2.2.1 Notation

Let P denoteghenumberof pin stacksn alock, with stackl representinghe rst stack(e.g.,theoneclosest
to the shoulderof thekey) andstackP representinghelast(e.g.,thestackatthetip of thekey).

2It is always dif cult to be surethat an attackis completelynovel in the senseof not having previously beendiscovered
independentlythelack of acoherenandopenbodyof literatureonlocksmalesit especiallyso. In thiscase severalcorrespondents
have suggestedhat similar approacheso masterkey reverseengineeringhave beendiscosered and usedillicitly in the past.
However, theredo notappeato bereferenceso this particularattackin thewritten literatureof eitherthelocksmithor undeground
communities.



LetH denotethe numberof distinctkey bitting depthsin a pin stack,wherel is the highestbitting (in
which the pin stackis raisedthe most)andH is thelowest(in which the pin stackis raisedtheleast).

Assumingthatthe physicalpropertiesof the systenplaceno restrictionson thebitting depthof adjacent
pin positions,obsere thatthe numberof distinctkeysis H P

2.2.2 The Attack

For eachpin position,p from 1 to P, prepareH 1 testkeys cut with the changekey bitting at every
positionexceptpositionp. At positionp, cuteachoftheH 1 keyswith eachof thepossiblebitting heights
excludingthe bitting of the changekey at thatposition. Attemptto operatethe lock with eachof thesetest
keys, andrecordwhich keys operatethelock.

In atotal progressiorsystemwith every pin masteredexactly oneof theH 1 testkeys for eachpin
positionwill operatethe lock; the height of the testkey at that position representshe masterbitting at
that position. If noneof the testkeys for a particularpositionoperateghe lock, theneitherthatpin is not
masterear the systenis of therotatingconstantype. In eitherof thesecasesthe masterkey bitting atthat
positionis the sameasthatof the original changekey.

Oncethemastemitting hasbeendeterminedat eachof the P positions,acompletetop-level mastetkey
canbeeasilycut.

Obsere thatour attackconsume® (H 1) key blanksandrequiresP(H 1) probesof thelock, in
theworstcase.If it is possiblefor the attacler to cut keys betweernprobesof the lock, however, a simple
optimizationreduceghe numberof blanksconsumedo P in the worstcase. RatherthancuttingH 1
keys per position, the attacler needcut only one, initially cutting the position undertestto the highest
depthandre-cuttingthe sameblank successiely lower after probingthe lock. This reduceghe total cost
of carryingout the attackto lessthanabouttwo US dollarsin the worst case. This optimizedattackstill
requiresP(H 1) probesof thelock in theworsecase of course.

2.2.3 Practical Considerations

In somelock designsnotall of theH P theoreticallypossiblekeys are“legal”. In particular on somelocks
it is not possibleon a standardkey to have a very high cut immediatelyadjacento a very low cutif the
angleatwhichthebittingsarecutreachescrosgo the next pin position. A lock's MaximumAdjacentCut
Speci cation(MACS mightrequire,for example,in a systemwith 7 differentcut depthsthatadjacentuts
be no morethan4 stepsapart,disalloving a depth“1” cutnext to adepth“7” cut. Evenif boththechange
key andthe masterkey do notviolatethe MACSrule for a particularlock, this attackemplgys testkeys that
mix changekey cutswith potentialmastercuts. If theoriginal changekey hasvery high or very low cuts,it
may thereforebe necessaryor the attacler to createsometestkeys thatdo violate MACS. In practice,on
thelockswe examinedwith MACSrestrictionsjt is generallystill possibleto cutworking testkeys by using
asteepethanusualangleandwith cutsoccuyying slightly narraver thanusualspaceon thekey. Although
insertionandremoval of suchkeysis moredif cult, they aresufcient for this limited (single-usepurpose.

Also complicatingour attackis the possibilitythatthemastercutslie somevherebetweerthe“standard”
depthsordinarily usedby the lock manufcturer This is especiallylikely in older systemghat may have
beenre-keyed at somepoint by alocksmithwho did not follow manufcturerstandadized practices|f this
is suspectedio bethe casethe attacler mustprobethelock at moretestcut depthsremoving only a small
amountof key material(.005inchesor so)from the positionundertestbetweerprobes.(This is similar to
the procedureusedwhencreatinga key by the “impressioning”techniqueandcould be performedwith a
ne metal le.)

Somesystemsespeciallyin olderinstallationsusemastercutsthatareconsistentlyhigheror lowerthan
the changekey cuts. This practicemalkesit especiallyeasyto discover the masterkey with this attack.



It is possibleto implementmorethanonelevel of masterkeying by usingmorethantwo cutson each
pin stack. An attacler candistinguishthe true TMK cutsin suchsystemsoy conductingthe attackon two
locksfrom differentsubmastegroups.This may not alwaysbe necessarhowever. It is commonfor such
systemdo emplg thecorventionthatall of the TMK cutsareeitherabove or belav the submastecuts.

Somelarger installationsput different groupsof locks on distinct keyways, suchthat a changekey
for alock in onegroupdoesnot t into the keyway of locks from others. The TMK is cut on a special
“master”blankthat ts all thekeywaysin thesystem.This practice calledSectionaMastering expandshe
numberof effective differsin thesystemandreducegrosskeying betweerdifferentlock groups.Sectionally
masteredystemsareespeciallyattractve tamgetsfor attack,sincethe TMK worksfor a very large number
of locks acrossgroupsthat would otherwisehave to be keyed on different mastersystems. The attacler
simply cutsthederived TMK bitting (from alock in arny group)ontotheappropriatanastemblank.

Notethatour attackcanbe generalizedo several otherkinds of masteredocks,including,for example,
certainhigh securitylever lock anddisk waferdesigngsuchasAbloy).

2.3 Experimental Results

It is easyto seethat this attackis effective againstthe masterkeying schemeswve described. It is natu-
ral to ask,then,whethermasterkey systemsdeplo/ed in practicefollow theseschemesndaretherefore
vulnerable Unlike computingsystemshatcanbetestedrelatively easilyandsafelyin isolatedtestbedervi-
ronmentgunningstandardoftware,sucha questioncanonly be answeredy attemptinghe attackagainst
realinstallations.Thereadeiis cautionedhatreproductiorof theseexperimentsshouldbe carriedout only
with the cooperatiorof theownerof thelock systemsn which the attackis attempted.

We testedour attackagainsta variety of medium-and large- scaleinstitutional masterkeyed instal-
lations, including both educationabnd commercialervironments. Locks testedwere both relatvely nev
andrelatvely old, had beenboth factory-leyed aswell as privately-releyed, and were manugcturedby
Arrow I/C, Bestl/C, Corbin-Russwinand Schlage.For the Bestl/C, Arrow I/C and Schlagesystemswe
useda portablekey punchanda supply of blank keys broughtto the facilities tested. In the caseof the
Corbin-Russwirsystem we pre-cutsix testkeys on a generalpurposecodemachine(basedon measure-
mentspreviously takenfrom a changekey) andusedametal le atthetestsiteto progressiely cutthetest
keysand nally to cutthefull masterbitting ontoa freshblankkey.

All requiredkey blankswere procuredfrom standarccommercialsourcegwhich canbe found easily
on the Internetwith a searchengine). Costper blank rangedfrom US$0.14to US$0.35dependingon the
particularlock type, plus shipping.We used for conveniencein someof the attackskey cuttingmachines,
alsoavailablewidely from commercialsourcedor a few hundreddollars. In othercaseswe useda ne
metal le anddial caliperto cut the keys to the correctbitting height. None of the equipmentr supplies
we usedarerestrictedn any way. (Suchrestrictionsgvenif they existed,would not be especiallyeffective
at preventingpotentialattaclersfrom obtainingblankkeys, giventhelarge numberof smallbusinesseghat
have legitimateneedfor them(hardwarestoresgtc.)).

In every case the attackyieldedthe masterkey bitting, asexpected.In generaljt requiredonly a few
minutesto carry out,evenwhenusinga le to cutthekeys.

Every Arrow I/C and BestIl/C systemwe testedhad all pin stacksmasteredwith a TPP format. A
Corbin-Russwir(system70) systemhadthreepin stacksout of six) masteredagainwith a TPPformat. A
Schlagesystemwe testedusedan RC schemewith every pin masteredandtwo mastercutsusedon each
changekey.

Notably althoughsomeof the complicationsdiscussedn the previous section(suchasmorethanone
mastercut per pin stack,selectve keying, or non-standaranasterdepths)arepossiblein principle,we did
notencountethem.Every systemwe testedvaskeyedaccordingo standardndustrypractice hadat most
onemastercut per pin andemployed standardlepths makingthe attacler's job especiallystraightforvard.



Althoughour experimentdardlyconstituteanexhaustve suney, they wereconductedicrossawide variety
of facilitiesthatseemreasonablyepresentate of a large segmentof US institutionallock installations.A
checkof severalotherlock vendors'standardnastetkeying practicesurthersupportghis conclusion.

3 Countermeasures

Our adaptve oracleattackis only effective againsiocksthat have a singleshearine usedby both master
and changekeys. Although this is the casewith the majority of masteredocks, thereare commercially
availabledesignghatdo nothave this property Lockswith a separatenastering, for example requirethat
all pin stacksbe alignedto the sameoneof two distinctmasteror changeshearines,andthereforedo not

provide feedbackaboutthe masterbitting of a pin giventhe changehittings of the otherpins. (Masterring

locks, however, areactuallymore vulnerableto reverseengineeringrom lock disassemblyoy an attacler

without accesgo the changekey).

Thisattackassumethattheattacler hasacces$o amodessupplyof blankkeysfor thesystemWhether
thisis apracticalassumptiomepend®ntheparticularsystempf courseandsome‘restrictedkeyway” lock
productsmay make it moredif cult for the attacler to obtainblanksfrom commercialsources.However,
blanksfor mary so-calledrestrictedsystemsarein fact readily available from aftermarlet vendors. Even
whenanexactblankis notcommerciallyavailable,oftenadifferentblankcanbemilled downto t. Unusual
key designssuchasthoseemplqging asidebarcut, maybemoredif cult to procuredirectly or modify from
commerciakourcesbut blankscanstill usuallybefabricatedn smallquantitieselatively easilyby casting
(especiallysincetheattacler alreadypossessesworking changekey cutonthe correctblank).

In medium-scalenasteisystemsit maybepossibleto limit theinformationcontainedn ary givenlock,
attheexpenseof somavhatincreased/ulnerabilityto crosskeying andpicking. In standardnasteischemes,
eachpin stackis cut only at the masterandchangedepths.The attacler exploits the factthatarny working
depthsnot correspondingo the changekey mustbe on the master A naturalway to frustratethe attack,
thereforejs to add“f alse”cutsto somepin stackghatdo notcorrespondo themasterandthatdonotappear
in the majority of otherlocksin the system.If one“extra” cutis addedto eachpin stack,the attacler will
learn2” differentpossiblemasteikeys from onelock, only oneof whichwill correspondo the“true” TMK
bitting. Theseextra cutsmustbe selectedrery carefully however, sinceeachsuchcut reduceghe number
of uniquediffers availablein the system. Effectively, the extra cuts createnew subclassesf sub-master
keys amonglocksthatsharethe samefalsecuts,which the attacler musteliminatebeforelearningthe true
high-level masterkey.

4 Conclusionsand Lessond_earned

In this paper we have shavn a very simple rights ampli cation attackthat is effective againstvirtually
all corventionalmastetkeyed pin tumblerlocks, including mary so-called‘high-security” products. This
attackis an especiallyseriousthreatto the securityof suchsystemsbecauset is easyto carryout, leaves
no forensicevidence requiresno specialskills andusesonly very limited resourcega few blankkeys and
a le, in the caseof the mostfrugal attacler). Compoundinghe threatarethe factsthatthe attacler need
engageonly in apparentlyordinarybehaior — operatingthe lock to which he or shealreadyhaslegitimate
access- andthattheattackcanbe carriedout over a periodof time in several (interrupted)sessions.

Any successfutompromiseof a masterkeyed installationcanbe very dif cult andcostly to remedy
(assumingt is evendiscorered). Every masteredock mustbe re-keyed and new keys distributedto the
key holders. Not only is this very expensve, but system-widere-keying canalsorequirea considerable
periodof time to complete duringwhich all the old locksremainexposed.In light of theinherentsecurity
vulnerabilitiesintroducedby masterkeying, ownersof lock systemsshouldconsidercarefully whetherthe



securityrisks of masteringoutweighits corveniencebene ts. (Unfortunately the computingworld is not
alonein oftenputtinga premiumon corvenienceover security)

If masterkeying mustbe used simplecountermeasuresspeciallythe useof falsecutsin masteregin
stackscanfrustratethe adaptve oracleattack. If it is not possibleto employ lock designssuchasmaster
rings,thatresistsuchattacksthesecountermeasureshouldbe considerederiously

It isworthnotingthattheseattackshecomeatherobviouswhenthebasicanalysigechnique®f cryptol-
ogy andcomputersecurityareemplg/ed. (In fact,it would notbe at all surprisingif theseattackshadbeen
independentlydiscoreredelsavhereandare part of anundegroundengineeringolklore). Oneof the rst
guestionsasled aboutarny proposedryptosystemfor example,is whetherit is possibleto testthe valueof
onekey bitindependentlyrom theothers.If it is, thesystemwould beconsideredhopelesslynsecuresince
anattackwould take time only linearin the numberof key bits, insteadof exponential. The samequestion
readily translatesnto the mechanicalock domainby substituting“pin stack”for “key bit.” (In fact, our
masterkey discorery schemébearsa strikingresemblancé afamouscharacteby-charater attackagainst
the Ten passwerd mechanism.)Similarly, the notion of an online serviceasan authenticatiororacleis
familiarin theanalysisof cryptographicsystemsMechanicalocks canlikewise be modeledasonline ora-
clesthatacceptor rejectkeys, andsecurityanalysisconductedaccordingly Finally, the attackagainstTPP
systemghatcomparesnary differentchangekeysis reminiscenbf “relatedkey” attacksagainstcryptosys-
tems,with athreatmodelmuchlike “traitor tracing” in broadcasencryption.Perhap®theraspectof the
analysisof mechanicaknd physicalsecuritywould bene t from similar analogieso computingsystems
andcryptology

On the othersideof the coin, the vulnerability to rights ampli cation in masterkeying of mechanical
locksrecallssimilarweaknesses cryptographicsystemghatattemptanalogousapabilities.Considerfor
example thevulnerabilitiesnherentn “key escrav’ systemshatattempto facilitateemegeng decryption
by a centralthird party of dataencryptedwvith mary differentusers'keys. An evenmoredirectanalogycan
befoundin smartcard-baseslystemgshatcontainbut aimto hide,asmasterkeyedlocksdo, a globalsecret
from theirusers.
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